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Abstract
Advancements in machine learning and deep learning
techniques have led to the development of sophisticated
and accurate face recognition systems. However, for the
past few years, researchers are exploring the vulnerabilities of these systems towards digital attacks. Creation of
digitally altered images has become an easy task with the
availability of various image editing tools and mobile application such as Snapchat. Morphing based digital attacks
are used to elude and gain the identity of legitimate users
by fooling the deep networks. In this research, partial face
tampering attack is proposed, where facial regions are replaced or morphed to generate tampered samples. Face verification experiments performed using two state-of-the-art
face recognition systems, VGG-Face and OpenFace on the
CMU- MultiPIE dataset indicates the vulnerability of these
systems towards the attack. Further, a Partial Face Tampering Detection (PFTD) network is proposed for the detection
of the proposed attack. The network captures the inconsistencies among the original and tampered images by combining the raw and high-frequency information of the input
images for the detection of tampered images. The proposed
network surpasses the performance of the existing baseline
deep neural networks for tampered image detection.

1. Introduction
Face recognition systems are used in a wide range of applications ranging from e-payments, automatic border control access through e-pass and surveillance. The advancement in machine learning and deep learning techniques with
the wide availability of training data have led to the development of sophisticated deep learning algorithms for face
recognition [4, 26, 30, 40]. However, the vulnerability of
deep face recognition systems towards digital attacks is a
major concern. With the advancement of sophisticated and
easy to use image editing tools and mobile applications such
as Snapchat, creating digitally altered images has become
an easy task.
Digital attacks are of various types including morphing

Figure 1. Guess which of the images in the second and third row
are original or tampered? Hint: Top row contains the source images used to create the tampered images.

based attacks, retouching based attacks, and adversarial attacks. In morphing based attacks, a new face image is generated using the information available from multiple source
face images of different subjects to elude own identity or
gain the identity of others. In the literature, researchers have
shown the vulnerability of face recognition systems towards
morphing based digital attacks [1, 10, 18, 21, 22, 33, 34].
However, due to morphing, the visual appearance of the images changes to some extent. Retouching on the other hand
affects the performance of recognition systems by changing the geometric properties of the face image which in
turn changes the visual appearance of the images [5, 6].
In learning based adversarial attacks, adversaries in the
form of visually imperceptible noise are added to the input images to deteriorate the performance of deep networks
[7, 14, 15, 29, 38]. However, such attacks require knowledge of the model to attack.
Figure 1 shows some samples of digitally altered images
generated by partial replacement and morphing of facial re-

